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No security vendors flagged this file as malicious Reanalyze

3795928738fbd74199fad928667888a762b0ca0e1f1448bee…

afuwinBMAX.rom

Size
10.00 MB

Last Analysis Date
16 minutes ago

rom contains-pe 64bits

Similar More

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

MD5 26a845cdb90d82e4fab8ee577�3cfcd
SHA-1 e1db94bf57fc250bfb12432�bd3a337d3f04338
SHA-256 3795928738fbd74199fad928667888a762b0ca0e1f1448bee4d42b0e2168654a
Vhash fde04623498460a51708b3e8e2�a94e
SSDEEP 98304:jkybzxCYlKhm50xhnSLE50PXoChoGqDhyFncBZV8Rgx9R/BGU3:Qybz8YlxuxhnS450PXofDScBZNxT
TLSH T17BB601A7F79282B6C8D704704866D73B7A39AD081111FF87ABD4BD82C971E81BF27245
File type ROM BIOS rom bios firmware

Magic data
TrID Photoshop Action (100%)
Magika UNKNOWN
File size 10.00 MB (10485760 bytes)

Basic properties

First Submission 2025-03-23 14:41:08 UTC
Last Submission 2025-03-23 14:57:14 UTC
Last Analysis 2025-03-23 14:41:08 UTC

History

afuwinBMAX.rom

Names

Warnings

Contains a fully-fledged Windows executable, could be an indication of malware implanting.

BIOS Details

vendor American Megatrends International, LLC.
version V1.1_256
release_date 11/29/2024
starting_address_segment 0xf0000
runtime_size 64.0KB
rom_size 16.0MB
bios_release 5.27

Manufacturer Strings

Hewlett-Packard 1
Lenovo 5
Asrock 1
Intel 2
Toshiba 1

Contained Item Counts

Sections 1679
Firmware Volumes 13
Raw Objects 18
Executable Files 370

Contained Certificates

CN=Microso� Windows Production PCA 2011, O=Microso� Corporation, L=Redmond, ST=Washington, C=US

Issuer CN=Microso� Root Certificate Authority 2010, O=Microso� Corporation, L=Redmond, ST=Washington, C=US
Valid From 2011-10-19 18:41:42
Valid To 2026-10-19 18:51:42

CN=Microso� Corporation KEK CA 2011, O=Microso� Corporation, L=Redmond, ST=Washington, C=US

Issuer CN=Microso� Corporation Third Party Marketplace Root, O=Microso� Corporation, L=Redmond, ST=Washingto…
Valid From 2011-06-24 20:41:29
Valid To 2026-06-24 20:51:29

CN=DO NOT TRUST - AMI Test PK

Issuer CN=DO NOT TRUST - AMI Test PK
Valid From 2021-09-08 14:35:29
Valid To 2025-09-08 14:35:28

CN=Microso� Windows UEFI Key Exchange Key, O=Microso� Corporation, L=Redmond, ST=Washington, C=US

Issuer CN=Microso� Corporation KEK CA 2011, O=Microso� Corporation, L=Redmond, ST=Washington, C=US
Valid From 2023-02-16 20:20:44
Valid To 2024-01-31 20:20:44

BIOS System Information

manufacturer AMI
product_name Intel
version To be filled by O.E.M.
serial_number To be filled by O.E.M.
uuid 03000200-0400-0500-0006-000700080009
sku G3A1
family RAL

NVAR Variable Names

AMITCGPPIVAR

AMITSESetup

AUTOPILOT_MARKER

AcousticVarName

AcpiResetVar

AmiHardwareSignatureSetupUpdateCountVar

AmiPeiVarStr

AmiWrapperSetup

BoardInfoSetup

Boot0002

Boot0003

Boot0004

Boot0005

BootDebugPolicyApplied

BootOrder

BootState

BootingDeviceTypeInfo

CapsuleLongModeBu�er

ConIn

ConOut

ConfigCIPolicyIndiv

ConstructDefaults4FirstBoot

CpuSetup

CurrentActivePolicy

CurrentPolicy

DebugConfigData

DefaultBootOrder

DeploymentModeNv

EfiTime

ErrOut

EsrtNonFmp

EvaluateDefaults4FirstBoot

FastBootOption

FirmwarePerformance

HSTI_RESULTS

HiiDBSize

HwErrRec0000

HwErrRecSupport

IccAdvancedSetupDataVar

InitSetupVariable

KEK

LastBootFailed

MaximumTableSize

MeSetup

MeSetupStorage

MemoryConfig

MemoryOverwriteRequestControl

MemoryOverwriteRequestControlLock

MemoryTypeInformation

MonotonicCounter

MotherBoardHealth

NetworkStackVar

NhltEndpointsTableConfigurationVariable

O�lineUniqueIDEKPub

O�lineUniqueIDEKPubCRC

OsIndications

PBRDevicePath

PCI_COMMON

PCRBitmap

PK

PchSetup

PlatformConfigurationChange

PlatformLang

PlatformLastLangCodes

PreviousMemoryTypeInformation

RevocationList

S3MemoryVariable

SIDSUPPORT

SaSetup

SbatLevel

SdioDevConfiguration

SecureBootSetup

Setup

SiSetup

SioSetupData

SmbiosEntryPointTable

SmbiosEntryPointTableF000

SmbiosScratchBu�er

SmbiosV3EntryPointTable

StdDefaults

TPMPERBIOSFLAGS

TcgInternalSyncFlag

Timeout

UnlockID

UnlockIDCopy

UsbSupport

UsbTypeC

VendorKeysNv

VsmLocalKey2

VsmLocalKeyKickbackProtector

VsmLocalKeyProtector

WdtPersistentData

WindowsBootChainSvn

WriteOnceStatus

db

dbx

ACPI Tables

APIC

DMAR

DSDT

HPET

MCFG

SSDT

WDAT

ROM BIOS Info
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